Smart Cities Promote Social
Isolation, Not Togetherness
Technocrats design cities according to their “science of social
engineering”, where citizens are just animals in the maze to be
controlled, directed, managed and surveilled. Smart cities will be the
scourge of humanity, not its salvation. ⁃ TN Editor
George Orwell’s novel 1984, published in 1949, imagines a society
organized by a totalitarian state where daily life is regimented and Big
Brother programs every move. Not a totalitarian government, but
corporate power, combining with new applications of information
technologies, may be leading us to a similar society.
Undoubtedly digital technologies are transformative. The instant
communications of the internet, the joy of FaceTime with friends and
relatives, and Google’s vast trove of information have immeasurably
enriched human life. Cellphones have made almost the whole world
accessible.

What digital technologies have done in medicine, industries,
transportation, commercial dealings are no less than a miracle. Yet it
does not mean that they are without social costs and that every new use
of these technologies will increase human welfare.
The digital technologies combined with sensors and satellites are now
being applied to our daily activities, threatening the bases of social
organization and human relations. We are increasingly being
programmed to act, behave and relate with each other in predetermined
ways.
Two trends are striking: reduction in human contacts and face-to face
dealings and the loss of spontaneity and personal decision-making in
daily life, increasing social isolation and regimentation.
Google’s proposed Sidewalk Labs in Toronto envisions a technology-led
urban neighbourhood. The public discussions of these plans focus on
privacy, ownership of data and surveillance, the regimented social life
coming with its algorithms-driven neighbourhood should be of equal
concern. Let us look at some trends already underway.
The new shopping experience is meant to liberate us from waiting in line
and dealing with a cashier by picking, selecting, scanning and paying for
groceries and other goods by ourselves. Shopping online brings clothes,
shoes, even cars. Skip the Dishes will deliver favourite food at your
doorstep. One can work from home without the companionship of coworkers. Apps, programmes and algorithms are shredding human
connections and casual encounters.
Driverless cars are on the horizon and smart cities are the new promise.
Smart technologies will not only relieve us of decision-making but also
guide us in our everyday life. Is this not the 1984 embraced voluntarily
without a visible big brother?
The social fallout of these smart modes of living is social isolation,
loneliness, loss of personal choices and freedom to make decisions. The
penetration of digital technologies, in the name of economic efficiency,
in our small, casual and everyday interactions erodes opportunities for
human connections.

Read full story here…

Police State: US Military Set
To Monitor All Movement In
USA
It’s now clearly stated that the Military will join law enforcement and
DHS to locate and deter narcotic trafficking and homeland security
threats, but at the expense of tracking everything, everywhere.
High altitude balloons equipped with radar and other battle zone
surveillance technology can see through any weather and even through
vegetation and buildings.
This technology was perfected in combat zones under the label GEOINT
and the project name of “Mastering the Human Domain” ⁃ TN Editor
The US Military will conduct high altitude MESH networking radar tests
over South Dakota to provide a persistent surveillance system to locate
and deter narcotic trafficking and homeland security threats.

High altitude balloons will fly at twice the altitude of passenger jets and
use radar to simultaneously track many individual vehicles day or night,
through any kind of weather.
Interferometric synthetic aperture radar is a radar technique used in
geodesy and remote sensing. This geodetic method uses two or more
synthetic aperture radar (SAR) images to generate maps of surface
deformation or digital elevation, using differences in the phase of the
waves returning to the satellite or aircraft. The technique can potentially
measure millimeter-scale changes in deformation over spans of days to
years.
Synthetic aperture radar placed 20 times farther away than the
militaries high altitude balloons can scan for features at 30 centimeters
(one foot or less). Synthetic aperture radar from balloons would likely be
able to create 3D surface images with one-centimeter accuracy. The
balloons would be able to update several times a minute.
Simple high-resolution optical cameras were already used in Iraq,
Afghanistan and Dayton, Ohio to monitor the movement of all people and
vehicles. About ten years ago in Dayton a Cessna flew for everyday for
weeks and created video that could be used to Tivo all movement.
Read full story here…

San Diego To Have 4,200
Streetlight Cameras By 2020
While police are regularly catching a few perpetrators on video, it has
done so at the cost of ubiquitous surveilling all citizens in San Diego. ⁃
TN Editor
When police stopped a taxicab early one morning last summer to find
Jonathan Hernandez armed with a handgun and fleeing the scene of a
fatal Gaslamp Quarter shooting, authorities thought it was an open-andshut case.
Hernandez was booked into jail on suspicion of murder, but the
investigation from last August would take an unexpected turn.
“Obviously, with any of these investigations there’s a great deal of
follow-up to do, but it seemed pretty straightforward at that time,” said
Sgt. Louis Maggi with the San Diego Police Department homicide unit.
The next day, police investigators went out to 5th Avenue and Market
Street, where witnesses said a vicious fight had led to the killing.
Officers canvassed the area for video of the incident when they noticed a
camera built into a streetlamp at the intersection.

San Diego has installed thousands of microphones and cameras in socalled smart streetlamps in recent years as part of a program to assess
traffic and parking patterns throughout the city.
The technology over the last year caught the attention of law
enforcement last year. When police officers picked up Hernandez last
summer, they had never used a streetlamp camera in an investigation.
Today, such video has been viewed in connection with more than 140
police investigations. Officers have increasingly turned to the footage to
help crack cases, as frequently as 20 times a month.
Police Department officials have said that the video footage has been
crucial in roughly 40% of those cases.
The smart streetlamps have been “game changing,” said Lt. Jeffrey
Jordon, who oversees the program for the department.
“We’ve had a lot of success stories recently, a couple of convictions
where people have actually seen the video through a defense attorney
and they immediately took a guilty plea rather than go to trial,” he said.
At the same time, the technology may have saved the 24-year-old
Hernandez from a long prison term. A review of the video showed the
man he shot had first violently attacked him with a folding sidewalk
street sign. At one point, the metal and wood sign struck the streetlamp
that was recording, giving officers a good sense of how hard the attacker
was swinging.
“Once we had that footage, we could see as clear as day what had
actually transpired,” Maggi said.
Prosecutors decided the shooting was self-defense and the homicide
charges were dropped.
Privacy groups have voiced concerns about a lack of oversight as law
enforcement has embraced the new technology.
Groups, such as the American Civil Liberties Union, have pushed city
councils across the country to adopt surveillance oversight ordinances

that create strict rules to regulate use of everything from license plate
readers to gunshot-detection systems to streetlamp cameras.
San Diego’s smart streetlamp program started around 2016 to collect
metadata from cameras tracking the number of people walking, biking
or driving through busy intersections.
The city installed the recording system as part of an LED upgrade to its
streetlamps. Officials have said the new bulbs will save enough money
on electricity to pay for the roughly $30 million program by 2030.
Three years later, it’s still unclear what the data will ultimately be used
for. One idea has been that the information, which is publicly available
to web developers and others, will fuel an app that helps people find
empty parking spaces. City officials have said they also hope to use the
system to track parking meter violations, as well as the number of
people using bike lanes.
Right now, only the Police Department has the authority to view the
actual video footage, according to officials. Although subject to change,
the department’s internal policy says footage should be reviewed only in
connection with violent crimes.
Authorities said that direct access is currently restricted to roughly 100
investigative officers in the sex crimes, robbery, traffic, internal affairs
and homicide units. Other members of the department’s more than 1,800
sworn officers can request access but must be cleared by a designated
authority before they view footage.
This arrangement has disturbed Matt Cagle, a technology and civil
liberties attorney with the ACLU.
“This sounds like the quote ‘just trust us’ approach to surveillance
technology, which is a recipe for invasive uses and abuse of these
systems,” he said. “There needs to be meaningful oversight and
accountability.
“Decisions about how to use surveillance technology should not be made
unilaterally by law enforcement or another city agency,” he added

San Diego Mayor Kevin Faulconer declined an interview for this story,
but a spokesperson for his office said in an email that a citywide policy
to regulate use of the microphones and cameras in streetlamps is “under
development.”
City Councilwoman Monica Montgomery, who chairs the Public Safety
and Livable Neighborhoods Committee, said in an email that she’s “open
to exploring” oversight of the program.
“Technology is advancing at a rapid pace,” she said. “As elected officials,
we have to not only keep up with the increasing developments, but also
ensure that the civil rights and civil liberties of our residents are
protected.”
Thirteen cities and counties in the United States have adopted a version
of the ACLU’s proposed surveillance oversight legislation, including San
Francisco; Oakland, Calif.; and Seattle, according to the group’s website.
California is also considering a statewide bill.
Suggested guidelines include mandating a public process to review
technology before it’s implemented, as well as conducting regular audits
of existing systems to document how the surveillance technologies are
being used and potentially abused.
San Diego’s Police Department has diligently responded to concerns
about the program in recent months, reaching out to elected officials
and holding regular community forums.
“We don’t have a room set up where anybody’s watching this,” Jordon
told members of the San Diego City Council at a public meeting in June.
“It’s a reactive tool, typically accessed following a violent crime,” he
said.
Jordon has overseen the department’s implementation of the program
from its inception last year.
Among other things, he’s in charge of monitoring who’s using the video
and compiling a publicly available log that lists every case in which video
has been viewed, including the date, time and location of an incident.

The document also identifies the supervising officer and the offense a
suspect was charged with.
Jordon said the cameras do not record private property or use facial
recognition or license plate reading technology.
The video is stored on the device and erased every five days if not
downloaded for an investigation, police said.
The smart streetlamps are also not recording audio, Jordon said,
although they do have the capability. He said they could be used as part
of the gunshot-detection system known as ShotSpotter, but that would
be subject to council approval.
Although video has been shared with federal agents involved in local
task forces, Jordon has assured elected leaders that the footage has
never been used to enforce immigration rules.
“This is not a tool to be involved in homeland security as far as border
patrol and being involved in enforcing immigration laws outside of our
policy,” he said at the June meeting.
Read full story here…

